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PEKOMEHAALMUW MO OBECMEYEHUIO UHGOPMALIMOHHOW
BE3ONACHOCTU AN1A K/IMEHTOB OBLLECTBA C OTPAHUYEHHOM
OTBETCTBEHHOCTbIO «KOHTPAAA KAMUTA/I»

YBarkaemble KAneHTbl!

00O «KoHTpaga KanuTan» goBoauT A0 Ballero cBeaeHUs MHGOPMaLMIO O PUCKaX, KOTopble
BO3HUWKAIOT Npu coBeplueHne GUHAHCOBBLIX onepaunin B MHPOPMaLMOHHO-TETEKOMMYHUKALLMOHHOM ceTn
«NHTepHeT (ganee -HTepHET) M 0 HeobXxoaMMbIX Mepax 6e30MacHOCTM, KOTOpPble MOMOTYT BaM B 3aLLuTe
BALLMX JAHHbIX U AeHEXHbIX CPeaCTB.

OCHOBHbIe PUCKHU:

Mpu paboTe BceTn UHTEPHET CTOUT ONACaTbCA KPAXKM Ae HE XKHbIX CPEeACTB, a TaKKe BaLlLUX N0/1b30BaTe/IbCKUX
AaHHbIX: NorMHoB, naponei, PIN-Kogo0B, NacnopTHbIX AaHHbIX M Np. TakMe onepauunm 3a4acTyto npoucxogar
no cneayoLwym npuiInHam:

MOLLEHHUKN MOTYT MOAYYUTb KOHTPO/b Haf, BalUMMM YCTPOMCTBAMM, TAaKUMM KaK KOMMbOTEp, HOYTOYK,
naaHwWweT, MoBbUAbHLIM TenedoH, C KOTOPbIX Bbl MOAKAOYAETECb K NIMYHOMY KabuHeTy, MobuabHomy
NPUNOMKEHMIO NN UHTEPHET-BaHKY A4/1A coBepLIeHUA GUHAHCOBbIX Onepaumii;

MOLLEHHWKX BYAYT NbITaTbCA OCYLLECTBUTb CMMCAHWE AEHEXHbIX CPeACTB B CBOIO MNOJb3y, NpoBeaeHWe
onepaumuii c AOCTYMHbIMW aKTUBAMM, MOAKAOYEHME N OTKAOYEHME YCAYT (B TOM YUMCNe NAaTHbIX), BHECEHUE
N3MEHEHWNI B AaHHble, YKa3aHHble BaMM B IMYHOM KabuHeTe, MOBUABHOM MPUIONKEHMUM UNU UHTEPHET-
baHKe.

MOLLEHHWKN MOTYT BbIBECTU U3 CTPOA Balle YCTPOMCTBO, YTO B CBOMO o4Yepesb FPO3UT HEBO3MOXKHOCTHIO
CBOEBPEMEHHOTO UCMOTHEHNA BaLLMX 0653aTeNbCTB MO JOTOBOPY, A TAKMKE HeAOCTYNMHOCTbIO HE 0BX0AMMbIX
(UHAHCOBbIX CEPBUCOB.

BbILIJeyKa3aHHOE MOXeT NPOoOnUCXoanTb Kak C NCNnoJ1ib30BaHNMeEM BUPYyCOB (Bpe,ﬂ,OHOCHbIX nporpaMM), TaKUC
NMOMOLLbBbIO NCUXONT0TNUYECKUX MaHMHynﬂLLMVI, KOraa MmoWeHHUK nony4vyaeT 40CTyNn K BalWlMm nepCcoHa1bHbIM
AadHHbIM U AeHEXKHbIM CpeacTBam.

O6wue peKomeHaaLun, KOTopble MOMOTYT Bam B 3alLMTe BaLLUX AaHHBIX M fEeHEXHbIX CpeacTB:

Ecnn Bam 3BOHMUT «NpeacTaBUTENb» YNPABAAOLWEN KOMMAHMK, «CNyXObl 6e30nacHOCTUY, «Cneunanmuct
TEXHMYECKOM NoAAePKKM» BaHKa M T.M. U NOOYKAAET K KaKUM-TMOO0 KOHKPETHbIM AEUCTBUAM C BaLLMMM
OEHEXHbIMU CpeacTBaMn, WAW Jaxe MPOCUT LOBEPUTb €My YMpaB/ieHMe onepaumaMm Mo cyeTy,
Heob6Xx0aMMOo He3ame AIMTEIbHO NPepPBaTb PAa3roBOp U NepPe3BOHUTL MO HOMepy TeiepoHa, YKasaHHOMY Ha
oduumanbHOM calite dPUHAHCOBOM opraHmM3aumn. NMomHuTe: oduLManbHble NPeaCTaBUTENIN BNALEIOT BCEM
Heobxoaumon nHbopMaUMeEN O Ballel NAaTeXHOM KapTe M HUKOrAa He 3anpalluMBaloT PEKBM3UTbI KapT,
JIOTMHbI M Napoiv No TenepoHy nnnyepes MHTepHeT. OHM MOTYT N1LLIb PEKOMEHA0BATb Bam ONpeAe/ieHHble
AeVCTBUA, KaK Bafeblly AEHEKHbIX CPeaCTB.

He coobuiaitTe NOCTOPOHHUM NrLaMm MHGOPMALLMIO, KOTOPas UCMOJIb3YeTCA BaMU A/1A COBE pLUEHUNA obbIX
dunHaHcoBbIX onepaumit. Hambonee uUeHHbl AN1A MOLWEHHWKOB BalWwW MepcoHaNbHble AaHHble, AaHHble
HaHKOBCKUX KapT, napoaun ns SMS n push-ysemomneHus, noarsepxaatolipe dpruHaHcoBble onepaumm, a
TaK¥e Ko4oBble C/I0Ba, YKa3aHHble BaMM B aHKeTe GUHAHCOBbIX OPraHM3aLuin u T.4,

Mcnonb3ynte cnoXKHble Napoin M 0AHOPA30BbIA KOA NoATBEPKAEHUA B BUAE SMS nnun push-yse somieHumin
ANf BXOAa B INYHbIV KaBUHET, MOBUNbHOE NPUNOKEHUE UTN UHTEPHET-6aHK PUHAHCOBOM OpraHM3aLUn UK
AONoNHUTEeNbHYIO 3aWwmuTy PIN-KOgOM PUMHAHCOBOrO MPUAOXKEHUS Ha Bawem TenedoHe. Yem crnoxkHee
napo/b, TeM TPyAHeEe MOLLIEeHHUKaM ero noaobpars.
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He nogxntoyaiTech K TMYHOMY KaBUHETY, MOBUIbHOMY MPU/TOMKE HUIO UM MHTEPHET-DaHKY ANA COBE PLLEHUA
dMHaHCOBbIX onepaLmm ¢ N1t0bbix APYrMX YCTPOMCTB, KPOME BaLLMX.

He ucnonb3yiite GyHKLMIO 3aNOMUHAHWUA IOFMHA M MApoia, HOMepPa KapTbl, KOAO0B AOCTYNa U Np. Npu pabote
B ceTu MIHTepHeT.

ObpalLaitTe BHMMaHME Ha BCN/1bIBalOLWME OKHA Ha CaTax C COOBLWEeHNAMM O TOM, YTO CalT HeEHaAe *KHbI UK
NoAKNOYEHUNE He 3allMLLLEHO. HafeKHOCTb TaKMX CAnTOB A1 NpoBeAeHUA GMHAHCOBbLIX onepaLumini A01KHa
BbI3blBaTb COMHEHME.

He pekomeHayem permcTpMpoBaThcA B COLMANBHBIX CETAX, MHTEPHET-MarasmMHax M Ha APYyrux pecypcax ¢
HOomMepa Bawero mobunbHoro TenedoHa, KOTOPbIA MPUBA3AH K IMYHOMY KabuHeTy, mobunbHomy
MPUNOMKEHMNIO UNU UHTEPHET-BAaHKY.

He OTKpbIBaiiTe CCbINKM W BAOMEHMA OT HEW3BECTHbIX OTNpaBuTeNeld B 3NeKTPOHHOW noute, SMS,
mMmecceHaKepax). B HUX MoryT coaepaTbCs CCbIKU Ha MOLLIE HHUYECKME CaliTbl—ABOMHUKN. Be3onacHble Be6-
CaiiTbl OTMEYEHbl 3HaYKOM B BUAE 3aKPbITOrO 3aMKa, afpec caita A0/IKeH HauuHaTbea ¢ https://. Mncoma,
cofeprKallime apxmsbl C Naponem, 3alinpposaHHble ¢painbl, rae B COAEPMKAHUM 3TOTO XKe NMCbMa YKasaH U
napoJib, O4EHb YACTO COAE PXKaT BUPYCbI.

CkauumBaliTe W yCTaHaBAMBaWTE NPUNOKEHWNS HA MOBUbHbIE TenedoHbl U NAAHLWETbI TONbKO 13 Google Play,
AppStore, Huawei AppGallery n apyrux oprumanbHbIX MarasuHOB MOBU/bHbIX MPUAONKEHUN.

YcTaHaBNMBalTe MNLEH3VOHHOE aHTUBUPYCHOE NporpaMmmHoe obecneyeHune, nepuoanyeckn obHosslTe
aHTUBMPYCHbIE 6asbl U MPOBOAUTE MOJHYHO aHTUBUPYCHYO MPOBEPKY YCTPOMCTB.

PekomeHaauum no UCNo1b30BaHUIO napoanoﬁ 3aWnTbI:

MocTapaiTtecb 3anomuHaTb CBOM Naponu. Mcnonb3yhTe CNOXHble W pasHble Mapoau K canTam u
NPUNOXKEHUAM, TpebytoLLMe BBOAA 3ar1aBHbIX M NPONUCHbIX BYKB, UNdP 1 cneumanbHbIX CUMBOJIOB B 06LLEM
KO/IMYeCcTBe He MeHee BOCbMU CMMBO0B (Hanpumep, GH&M12#SB). He pekomeHayeTca B KauecTse naponei
MCMONb30BaTb OCMbIC/IEHHbIE C/10Ba, MOBTOPAIOLMECA CMMBOJbI, UMEHA OAU3KUX NtoAeN, AOMALLIHUX
YKUBOTHbIX, AaTbl POXKAEHMA, KOTOPbIE MOTYT ObITb IEFKO NOA0H6PaHbI MOLLIEHHUKAMM (Hanpumep, qwerty,
789456, abcdefgh).

He coxpaHsaiiTe napoau B TEKCTOBbIX ¢paiaax Ha YCTPOMCTBE B OTKPbITOM BUAe. [Ana 6e3onacHoro xpaHeHus
naposiei peKomeHAyeTca UCNob30BaTh CNeLnaaM3npoBaHHbIe MPOrpammbl.

an CmeHe naposauncnon b3yﬁTe coBeplweHHo HOBbIN BapHnaHT, MO/ZTHOCTbIO OT/ WYHbIN OT npeagbiayuiero.

Hukomy, B TOM unMcne pPOACTBEHHMKAM, APY3bAM, PabOTHMKAmM OAHKOB M APYrMX OpraHus3auui, He
nepegasaiTte BalM NOrMHbl U naponun, PIN-Koabl U UHble AaHHble, UCNONb3yeMble A MPOBEAEHNS
dMHaHCOBbIX onepaLmi.

B cnyuyae yTpaTbl MAM KparKM YCTPOMCTBA, HA KOTOPOE BaM HanpaB/AKTCA O4HOPA30Bble NAPOAU UK
noAkntoueHaycnyra SMS-mHpopmmnpoBaHua, Hezame 4mTeNbHO 3ab610KnpyiTe SIM-KapTy, CMeHUTE naponm
[0CTyna B GUHAHCOBBIX MPUIOKEHUAX. TaKXKe NOSE3HO UCNOb30BaATb GYHKLMIO yA3NeHHOM 610KMPOBKN —
3TO A@eT BO3MOMKHOCTb 3a6/10KMPOBaTb YCTPOMCTBO, OrPaHNYUTb ero paboTocnocobHOCTb M/Uan cTepeTs Bee
BALUWM JaHHbIE MPW yTPaTe UK KparKe YCTPOMCTB.

Ncnonb3yinTe [ONOAHUTENbHBIN NAPOAb MW Kog ANA AOCTYNa K Ballemy yCTpoMCTBy. HanomunHaem, 4to
ncnonb3osaHue Face Unlock, Face ID namn Touch ID He rapaHTUpytOT abcontoTHYO 6€30MacHOCTb BalumxX
[OaHHbIX.

PekomeHpauumnpm pabore B ceTn UHTepHeT:

ByabTe ocTOpOXKHbI Npu Ucnonb3oBaHMK Wi-Fi-ceTelt B Kade, pectopaHax, oTensax U Apyrmx obLe CTBEHHbIX
mecTax. MoLlweHHMKM Hayunancb co3faBatb dpanblumsble Wi-Fi-ceTv ana nepexsata IorMHOB v Naposieit.
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He coxpaHaiTe, He CKauMBaiTe MU He yCTaHaBAMBAWTE NOA03PUTESIbHbIE daliNbl, MPOrPaMMbl, MOJYYEHHbIE
M3 HEHAZEeXHbIX UICTOYHUKOB (C HEM3BECTHbIX CalTOB, MPUC/IAHHbIE C HEM3BECTHbIX afPECOB 3/1EKTPOHHON
NouYTbl, NO CCblIKam Yepe3 SMS nnn mecceHaxepbl).

MposasnAiTe BHUMATENbHOCTb MPM NEPEXOAE MO CCbIIKAM M HaXKaTMM Ha KHOMKM BO BCMJ/1bIBAOLLMX OKHaX
6pay3epa — OHM MOTYT BECTM Ha MOLLEHHUYECKME pecypCbl.

OcobeHHO BHMMaTE/NIbHO MPOBEPANTE HaUMeHOBaHMEe caiTa. YacTo MOLUEHHUKM CO3430T  KOMnuto
odMUMaNbHOro caliTa KOMNaHUU, MeHAa oAHy OyKBY B HasBaHUM. Mcnonb3ys Takue canTbl-ABOMHUKM,
MOLLEHHWUKW MOTYT NO1y4aTb AOCTYN K BALWMM M0/1b30BaTENbCKUM AAHHbBIM U AEHEXKHbIM CPEeACTBAM.

Mocne oKOHYaHMA pa60TbI B JIMUHOM KabuHeTe Ha caliTe 3aBe pu.laﬁTe CeaHC, UCNOJIb3yA KHOMKY « Bbixog».

BHMMAHMUE:

PacnpocTpaHeHHbIM BWAOM MOLLUEHHMYecTBa fABAseTcA «buwunHr». OH noapasymeBaeT MnoJyyYeHue
MOLLUEHHWKaMM 0OMaHHbIM NyTeM BallMX IOTMHOB U Naponen, Homepa cyeTa, PIN-Koga, Koda AocTyna,
CVC\CVV Ko0B 1 T.A. C MOMOLLbIO CO34aHUA NOAAEMbHbIX CANTOB, MO/THOCTLIO KOMMPYIOLMX CalTbl BaHKOB
W Apyrux opraHmnsauui, u noaaenbHblX MHGOPMALMOHHbBIX PAaCcCbIIOK, TAe BaM Npea/siaraeTca NponTu no
CCbIJIKE Ha 3TM CalTbl.

HanomuHaem, coTpyaHWKKM yNpaBaAlowWwein KOMNAHUU U APYIUX YUPERAEHUA HAKOTAA U HU MPU KaKUX
06CTOATENBLCTBAX HE 3aMpalluBaloT:

JIOTVMH 1 Napob 419 BX04a B MOBU/bHbIN M MHTEPHET-6aHK;
CoAeprKaHNe 04HOPA30BbIX KOAOB NOATBEPHKAEHUA;
HOMepa c4eTOoB U BAHKOBCKUX KapT;

CVC/CVV-Kogapl;

0aTy OKOHYaHWS CPOKa AeNcTBMNA BAHKOBCKOM KapTbl.

Takxe COTPYAHUKN HUKOTAa HE NPOCAT YCTAHOBUTb CTOPOHHME Nporpammbl yaaaeHHOro gocryna. Bce at0
NMPU3HAKMN TOTO, YTO C BaMU CBA3a/1IMCb MOLLEHHUKN.

PekomeHayem nopagok AeﬁCTBMﬁ B Caiy4vyae nop,ospel-mﬁ Ha HecaHKU,MOHMpOBaHHbIﬁ AO0CTyn K Ballum
AaHHbIM:

Ecnun pacKkpbITbl NOTMHBI M NAPOJIN B IMYHBIA KaBUHET UK Apyrue NepcoHasnbHble AaHHbIe, CBAXKUTECH C
KOMMaHWEN, AaHHble KOTOPOW BblIN CKOMNPOMETUPOBAHbI, M COOBLLMTE O MOLIEHHMYECTBE. TaKKe MOMKHO
3a6/10KMPOBaTb BCe BO3MOMKHbIE A€ NCTBUA MO BaLLMM CYeTam.

Ecan  ycTpoWCTBO 3apaskeHOo BMpPYycoM o6paTuTecb B CEPBUCHbIA LEHTP, KOTOPbIM peKkomeHayer
npoussoanTeNb.

Ecnuv BO3HUKAM NnoAO03pPEHNA Ha KPpaXy Naposia, KaK MOXXHO 6bICTpee CMmeHuTe ero.

B cnyyae nogo3peHus Ha MOLLUEHHMYECTBO 4Yyepe3 /IMYHbIM KabuHeT OO0 «KoHTpaga Kanutan»
He3ameaUTeNbHO CBA)KUTECb C HaWWMKM cneumanuctamm no TtenedoHy: +7-495-745-51-99 wnum no
aneKTpoHHom noute info@contrada-capital.ru coobwmTe 06 MHUMAEHTE.

OduLManbHbIN CaUT KOMMAHMM HAXOAATCA MO aapecy: Www.contrada-capital.ru.
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